Introduction
Wireless networking is gaining popularity in the private dental offices as well as in the multi-clinic environments, such as in dental schools, for a number of reasons. Not only does it allow one to connect to others and to the Internet, without the restriction of wires, cables, or fixed connections, but it also allows full access to all files, office, and network connections when changing locations. Wireless communication increases access to accurate information when needed and, thus, more can be accomplished in less time, leading to a better balance between work and life and a higher level of employee satisfaction. This can only lead to greater employee productivity. Even if a wired network is in place, it is easy to add wireless components to give users more flexibility and convenience. Depending on the patient load and need for access to the patient records, wireless networking may be the network of choice. However, with the freedom of mobile computing come security concerns. When transmissions are made over radio waves, they can easily be intercepted. The good news is that countermeasures are available and extra security can only strengthen wireless communication.
The selection and implementation process is a confusing and tedious task. Execution of wireless networking within a larger facility is also an elaborate process. Though beneficial, it is not necessary for the user to be entirely knowledgeable about the existing Local Area Network (LAN) configurations and the multiple, rapidly changing standards that are used for the set up of the wireless networks. PACS (Picture Archiving and Communication System) integrates imaging modalities, interfaces with hospital and departmental information systems, and manages the storage and distribution of images. PACS enables practitioners in various physical locations to peruse the same information simultaneously. Before implementing PACS within a hospital system, the images have to be in DICOM (Digital Imaging and Communications in Medicine) format. DICOM allows for easier transmission from place to place, and since it is universally accepted among all hospitals in the world, remote consultations and online services become effortless. Therefore, in carrying out the process, the images are to be stored and retrieved via PACS 4 with the image acquisition in DICOM format. 
Materials and Methods
The basic installation of wireless networks start with the assessment of the hardware, software, and the networking standard needed for the office. It also depends on whether the office has an existing wired LAN to begin with. Generally, LANs exist either for intra-office networking for patient records alone or they exist because the office has also been networked for Internet access via a modem, cable, or DSL (digital subscriber line). In both situations, there will be fixed access points with desktops where the user has to log on and access the site. The access points are designed for a single person to access at any given time unless there are numerous access points built into the network; this may be impractical in most situations. Wireless networks will allow multiple users to access the site at the same time, saving enormous time and space for the dentists and their staff members. Once a decision has been made to convert to a wireless environment, the following six security protocols (Table 1) have to be kept in mind before procuring the Virtual hardware and software for the eventual best fit and applicability. Each security protocol has its merits. Authentication programs are built in for authorized access of the confidential patient data. Table   1 gives a list of wireless networking related acronyms, their significance, and their role in wireless networking.
Discussion
Wireless networks can accommodate wired settings, and in doing so, can give users more flexibility and convenience. Authentication programs, such as WPA or LEAP, are built in for the authorized access of confidential patient data. Once in place, fixed access points are available for the user to log on and access the site. The basic access control methods that are built into 802.11 networks are the SSID, MAC filtering, and WEP. 6 Recall that a network is simply a collection of computers connected to share information and hardware. Thus, these methods are generally best suited for small networks, comprised of only a few computers, as in a home or small office Table 1 . A compilation of acronyms that are commonly used in wireless networking.
The table also shows their usages and significance.
setting. Most of these networks are confined to a single building or group of buildings. The VPNs are suitable for larger networks, where many computers are connected between towns or countries, as in larger businesses. These networks can be connected to other networks over any distance via radio waves. They may or may not use the WEP protocol depending on the mode of access. Security protocols vary depending on the wireless standard used. Table 2 details the various standards that are currently available for installation of wireless networks and their merits.
Service Set Identifier (SSID)
Network access control can be implemented using an SSID associated with an access point or a group of access points. 6 The SSID provides a mechanism to segment a wireless network into multiple networks serviced by one or more access points (routers). In order to access the network, the client's computer must be configured with the correct SSID. Because the client's computer must present the correct SSID, this acts as a password and, thus, provides a measure of security. However, this minimal security is compromised if the access point is configured to broadcast its SSID. When this broadcast feature is enabled, any client computer that is not configured with a specific SSID is allowed to receive the SSID and access the access point.
Media Access Control (MAC) Address Filtering
While an access point or group of access points can be identified by an SSID, a client computer can be identified by the unique MAC address of its 802.11 network card.
To increase the security of an 802.11 network, each access point can be programmed with a list of MAC addresses associated with the client computers allowed to access the AP. If a client's MAC address is not included in this list, the client is not allowed to associate with the access point. This will serve as a second layer of security.
Wired Equivalent Privacy (WEP) Based
Security WEP provides encrypted communication using an encryption key between the client and an access point. All clients and access points on a wireless network use the same key to encrypt and decrypt data. 6 WEP can be implemented via an "opensystem mode" or via a " "shared-key mode." In the open system mode, even though an authentication is not needed to access the access point, the basic built-in encryption mechanism acts as an access control and does not allow the intruders to pass the access point without the WEP encryption key (Figure 1 ). The shared key mode uses a shared key for authentication and because of the known security risks in the implementation of the shared key authentication, open system mode with WEP is recommended. MAC address filtering serves as additional security. While it is possible to successfully break WEP encryption, it does require time and expertise. In addition, the unauthorized user must be close to the access point. Virtual Private Networks (VPN) VPN provides a secure, dedicated path or tunnel over an "insecure" network. The insecure network can be either the Internet or an in-house wireless network. 6 Various tunneling protocols like the Point-to-Point Tunneling Protocol (PPTP), Layer 2 Tunneling Protocol (L2TP), and Remote Authentication Dial-in User Service (RADIUS) are available today. Unlike the WEP key and the MAC address filtering methods, a VPN based solution is scalable to a very large number of users like in a dental school setting. It has limited value in a private office. The only advantage with this system would be the accessibility of a secure network through an insecure Internet service provider remotely. This again, is an option for large institutional settings rather than a small office environment. When implementing a VPN based network connection, it is recommended all VPN client computers be equipped with a personal "firewall" protection.
Wi-Fi Protected Access Encryption (WPA)
The non-profit Wi-Fi alliance 8 , the consortium behind interoperability standards, has announced an official replacement for the much derided WEP encryption. The new solution called Wi-Fi protected access (WPA) is a subset of the still unfinished IEEE 9 security specification. The WPA system works similar to the setup of any 802.1X authentication system, which is discussed in the following passages.
Port-based Authentication Programs
The extensible port-based authentication program developed via the 802.1X standard applies to both wireless and wired Ethernet networks. 6 In the context of an 802.11 wireless network, 802.1X is used to securely establish an authenticated association between the client and the access point. The two commonly known protocols in this category are the Extensible Authentication Protocol (PEAP) 10 and the Light Weight & Efficient Application Protocol (LEAP) 9 protocols.
The PEAP 10 is a draft standard developed jointly by Cisco ® and Microsoft ® ® . PEAP authentication involves two phases. First, the user authenticates the authentication server. Second, the authentication server authenticates the user.
The LEAP 10 is a Cisco ® (CISCO SYSTEMS, San ® Jose, California, USA) proprietary protocol that authenticates the user and the access point to which the user connects through. In this system, the actual password is never transmitted over the network. The password and the challenge responses are generated independently both by the client and the authentication server. A match would lead to an access to the file server. 
WiMAX (Worldwide Interoperability for Microwave Access)
While they have yet to be introduced, the newest and more sophisticated 802.16a 11 standard in wireless technology does become available in early 2005 and will perhaps change everything what we know today in terms of speed, access, and a host of associated issues. With downloadable speeds up to 75Mbps and operating at a frequency range of 2-11 GHz, this wireless standard will broadcast signals up to a radius of 30 miles outdoors and interoperates with all preexisting 802.11 wireless LANs. The advances in wireless engineering technology in the form of third generation (3 G) 11 systems will eliminate the existing bandwidth limitations in the near future, obviating the need for more efficient security.
Conclusion
Wireless networking is a much desirable and a relatively easy process for the contemporary dental office as long as the basic mechanisms of wireless local area networking (WLAN) and the secure protocols that go with them are properly understood. Implementing a wireless network in a dental office can only increase patient management efficiency, after which, productivity will expand. With wireless networking, there is a freedom to access all files and office connections without having to change locations. This offers a better balance between work and life for the employers by giving the users more flexibility and convenience in an already busy work environment. Given the growing patient load and the increased need for access to the patient records, wireless networking may be the network of choice.
